
INTRUSION DETECTION AODV FOR SECURITY IN MANET 

Sonia fogat, Vikas Siwach 

UIET,MDU 

Soniafogat8@gmail.com 

ABSTRACT 

A Mobile Ad hoc organize is a self – designing foundation less system of cells associated by remote. 

Every device in MANET is allowed to move independently towards any path, and will in this manner 

change its connects to different devices habitually. For as long as couple of years, remote innovation is 

developing quickly for the everyday action of human lives as PDAs, remote LAN, Bluetooth, area 

framework, brilliant homes and some more. 

 Intrusion Detection System aimed at securing the AODV protocol has been studied by Stamouli et al using 

specification based technique. They conclude that AODV performs well at all mobility rates and movement 

speeds. However, we argue that their definition of mobility (pause time) does not truly represent the 

dynamic topology of MANETs. In this paper, the work of Stamouli et al has been extended and the proposed 

protocol is called IDAODV (Intrusion Detection AODV).  Our intrusion detection and response protocol 

of MANET's have been demonstrated to perform better than that proposed in terms of- False Positives and 

percentage of packets delivered. For performance measures of IDAODV, we consider the following 

metrices: False positives, Detection Rate and Packet Delivery Ratio in both static and mobile conditions. 

Infrastructure-less Networks  

In point to point connections some component or mechanisism is required to transmit parcel from source 

to destination. This incorporates knowledge of routes and the costs associated with those routes. This type 

of framework is called "infrastructure based framework"in which finding the suitable path depends upon 

the points known as access points (AP). Setups of the APs are significantly less dynamic than the end points 

that are mobile in nature. Access points are similar to base stations which monitor hubs' 

affiliations/disassociations, validation and so on and control the movement stream between their customers 

and between individual APs. The AP may likewise be associated with the Internet in this way giving Internet 

network to its customers.  

 

An exceptionally appealing and promising class of remote systems that are based on ad hoc topology are 

known as Wireless Ad Hoc Networks. The term ad hoc simply means that there is no infrastucture.  

 

In Ad Hoc arranges, every hub will forward information to different hubs. This is as opposed to the 

foundation based systems in which assigned hubs, as a rule with custom equipment and differently known 

as switches, switches, centers, and firewalls, play out the errand of sending the information. Insignificant 

design and speedy arrangement make Ad Hoc organizes reasonable for crisis circumstances like regular or 

human-prompted catastrophes, military clashes, crisis therapeutic circumstances and so on. An Ad Hoc 

organize is shaped for a reason by taking an interest remote hubs and is then removed. These systems 

presented another specialty of system foundation and are appropriate for situations where either the 

framework is lost or where conveying a framework isn't practical. 
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Ad Hoc On-Demand Distance Vector (AODV)   

AODV can be thought to be developed by combining the properties of both DSR and DSDV. The properties 

taken from DSR are on demand mechanism of route discovery and Route maintenance an the properties 

from DSDV includes hop by hop routing, sequence numbers and periodic beacons. As the name name 

suggests it is an on demand routing protocol which will find a route only when it is required by the source 

node. Suppose a node P wants to transmit a parcel to the node R , but the node P does not have any route 

to node R or we can say that it can not find a route in its routing table then node P will broadcast the route 

RREQ message and this message includes the sequence number which is last known to the node R. In this 

way each node which receives this message will broadcast the message if it does not have any fresh route 

to the node R , this process of broadcasting continues till the message reaches to node R. Node R or the 

destination node will accept only the first copy of the RREQ message and all the other copies of the request 

is dropped by the node R. Everytime a node accepts a RREQ message , it will find its way back to the node 

P. These reverse routes are then used to send the RREP messages to the node P when the RREQ message 

reaches a node with a route to node R and this will provide the number of hops required to reach node R 

and themost recent sequence number. Now when the node P receives a RREP message, it will set its forward 

route to the node R usng the node from which it gets the RREP message. A message known as route 

acknowlwdgement message is also used to acknowledge the RREP message. 

 

Attacks on Ad Hoc Networks  

Notwithstanding frequently being remote the structure of an Ad Hoc system, or scarcity in that department, 

prompts some exceptional sorts of assaults. Particularly assaults on the connectedness of the system which 

implies assaults on the steering convention. In this segment a portion of these assaults will be tended to. 

 

Routing Loop  

By sending fashioned steering bundles an assailant can make a directing circle [35,6,10]. This will 

bring about information parcels being sent around devouring both transmission capacity and power for 

various hubs. The bundles won't achieve their expected beneficiary and subsequently can be viewed as a 

kind of disavowal of-benefit assault. 

Black Hole  

This assault is like the directing circle assault in which the assailant conveys produced steering 

parcels. It would setup be able to a course to some goal by means of itself and when the real information 

bundles arrive they are basically dropped, framing a dark opening where information enters however never 

clears out.  

 

Another probability is for the assailant to manufacture courses pointing into a region where the 

goal hub isn't found. Everything will be steered into this zone yet nothing will leave likewise making a kind 

of dark gap. 

Partitioning  
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Another sort of assault is for the assailant to make a system parcel in which a few hubs are part up to not 

having the capacity to speak with another arrangement of hubs. By investigating the system topology the 

assailant can make the parceling between the arrangement of hubs that makes the most damage into the 

framework. This assault can be proficient in numerous sorts of ways. Both by fashioning directing 

bundles as in the past assaults yet additionally utilizing some physical assault, for example, radio sticking. 

 

Blackmail  

Some Ad Hoc steering conventions endeavors to deal with the security issues by keeping arrangements of 

perhaps malignant hubs. Every hub has a boycott of, what it considers, awful hubs and in this manner 

abstaining from utilizing them when setting up directing ways. An aggressor may attempt to extort a decent 

hub making other great hubs add this hub to their boycotts thus keep away from it. 

 

Wormhole  

In the wormhole assault an aggressor utilizes a couple of hubs associated some manner. this arrangement 

or connection can be a private connection or the packets are tunneled over the ad hoc network. When a 

packet is seen by one node this packet is sent to other node which is next to it and thus this node will 

broadcast the message. This may make shortcircuits for the genuine directing in the Ad Hoc arrange and 

along these lines make some steering issues. Likewise, every one of the information can be specifically sent 

or not utilizing this assault in this way preventing the Ad Hoc system to a huge degree. This sort of assault 

along with an apportioning assault can pick up relatively entire control. 

 

 Resource Consumption  

By infusing additional information parcels into the Ad Hoc arrange constrained assets, for example, 

transfer speed and perhaps battery control are expended for reasons unknown. Considerably more assets 

may be devoured by infusing additional control bundles since these might prompt extra calculation. 

Likewise, alternate hubs may forward control data as it comes in bringing about significantly more asset 

utilization. For gadgets that attempt to moderate battery control by just at times empowering their 

specialized gadget a malevolent aggressor may impart in a customary route however with the main goal to 

deplete battery control. Stajano and Anderson call this asset utilization assault "lack of sleep torment". 

Dropping Routing Traffic Attack 

A fundamental in the Ad Hoc arrange is that all the hubs take an interest in the directing procedure. 

Notwithstanding, a hub may act childishly and process just directing data that are identified with itself in 

the request to moderate vitality. This conduct/assault can make organize flimsiness or even portion the 

system. 

 

 

 

 

LITERATURE REVIEW 

1}I. Stamouli The creator had considered the assessment of the RIDAN framework. The RIDAN 

framework is a novel lightweight framework which recognizes and takes countermeasures against dynamic 

assaults which in any manner can perform against the AODV directing convention in versatile impromptu 

systems. In spite of the fact that it doesn't give security from all conceivable dynamic assaults, the RIDAN 
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framework can be additionally stretched out to shield the impromptu system from more dynamic assaults. 

In this section there were proposed some more expansions that could be executed and make the RIDAN 

framework an entire security segment that could be utilized for anchoring specially appointed systems. The 

framework as it works does not present any adjustments in the basic convention. 

2}Tseng, et.at The creator has created four interruption discovery models which can be coordinated with 

each other to wind up an entire interruption location framework for MANET's. Interruption recognition 

models for OSLR AND AODV are delegates of proactive and responsive directing conventions in 

MANET's separately. The third is DENEM, a completely disseminated message trade structure intended to 

conquer the difficulties caused by the decentralization and dynamic qualities of MANET. Last is DRETA, 

which uses cryptographic procedures to secure message uprightness and validness. These four models 

cooperating can decisively identify foreseen steering assaults in OSLR AND AODV[3]. 

3}K.Ilgun, R. A.Kemmerer, AND P. A.Porras The state progress approach was acquainted in an exertion 

with build up an effectively clear portrayal for PC entrances. This approach models infiltrations as a 

progression of state advances portrayed as far as signature activities and state declarations. State progress 

outlines are composed to compare to the conditions of a genuine PC framework, and these graphs shape the 

premise of a manage based master framework for distinguishing entrances, called STAT. The state progress 

investigation approach focuses on similar entrances that are indistinguishable by current manage based 

infiltration identication instruments. The state change investigation approach, in any case, other a few key 

favorable circumstances overexciting guideline based implementations[4]. 

4}C.KO, M.Ruschitzka And K.Levitt The creators have introduced a formal structure for the investigation 

of interruption identification frameworks (IDS) that utilize explanatory guidelines for assault 

acknowledgment e.g. determination based interruption recognition. Their approach permits thinking about 

the adequacy of IDS. A formal structure is worked with the hypothesis adage ACL2 to investigate and 

enhance identification standards of IDSs. SHIM (System Health and Intrusion Monitoring) is utilized as 

commendable determination based IDS to approve our approach. They have formalized all details of host-

based IDS in SHIM which together with a confided in record approach empowered us to reason about the 

soundness and culmination of the determinations by demonstrating that the particulars fulfill the strategy 

under different assumptions[5]. 

5}D.Dreef et.al The creators were conceiving more reasonable varieties inside the recognition demonstrate 

that will fuse message misfortune because of versatility and commotion, and were trying to set up the 

discovery conduct of the model under such conditions. A few other compositional difficulties were being 

tended to. These incorporate adaptability issues, for example, the way that in sensible situations, the 

worldwide finders should be supplanted by an arrangement of agreeable identifiers that may not cover the 

whole Manet under all conditions, since unbridled checking is temperamental in the loud MANET space, 

an elective approach can be conveying helpful identification operators in all hubs and they trade messages 

comprising of required nearby least information[7]. 

6}Sachin Lalar In this study paper, the creator endeavored to examine the security issues in the versatile 

specially appointed systems, which might be a fundamental unsettling influence to its activity. Because of 

the versatility and open media nature, the portable promotion hocnetworks are substantially more inclined 

to all sort of securityrisks, for example, data exposure, interruption, or evendenial of administration. Thus, 
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the security needs in the portable specially appointed systems are considerably higher than those in the 

customary wired networks[19]. 

 7}S SEN et.al In this creators have inspected the principle security issues in MANETs. They have the 

majority of the issues of wired systems and numerous all the more other than because of their particular 

highlights: dynamic topology,limited assets (e.g. data transfer capacity, control), absence of focal 

administration focuses. Right off the bat they exhibited particular vulnerabilities of this new condition. At 

that point they overviewed the assaults misuse these vulnerabilities and, conceivable proactive and 

responsive arrangements proposed in the writing. Assaults are grouped into aloof and dynamic assaults at 

the best level. Since proposed steering conventions on MANETs are unreliable, they for the most part 

centered around dynamic directing assaults which are ordered into dropping, adjustment, creation, and 

timing assaults. Aggressors have likewise been talked about and analyzed under insider and untouchable 

assailants. Insider assaults are inspected on our model steering convention AODV[20]. 

8}Zaiba Ishrat In this study paper the creator talked about some run of the mill and risky defenselessness 

in the MANET, assault composes security criteria, which go about as a direction to the security-related 

research works in this area[21]. 

INTRUSION DETECTION AODV 

An Intrusion Detection AODV is dependent on State Transition Analysis Technique and this was first 

developed for wired systems to model the attacks that are host based or network based. AODV has been 

open to attacks since AODV has been very popular and became an internet standard amongst all the routing 

protocols that are available. 

Outline of Intrusion Detection AODV 

Our technique depends on the work exhibited in [10]. Like in RIDAN, we made use of Finite State Machines 

so that the attacks that are ongoing are easily trackable. Nonetheless, RIDAN does not provide a reason to 

disseminated design to recognize assaults that require in excess of onehop data.  

The IDAODV can be portrayed as a design models for interruption discovery inwireless Ad Hoc arranges. 

We call this an engineering model since it doesn't performany change in the fundamental directing 

convention however simply captures steering and application movement.  

AODV has become an internet standard and our intrusion detection AODV has been developed on the top 

of this protocol. But only the attacks that are specific to AODV can be detected by Intrusion Detection 

AODV. The technique that is used is knowledge based technique so that the inrusions to the network can 

be detected. With the help of Finite State Machine (FSM) any malevolent action can be detected in realtime 

instead of utilizing factual investigation of beforehand caught activity.  

The Finite State machine also defined as an abstract machine consists of set of different states which also 

includes the initial state i.e. the starting point, input set, output set and transition function. The next state is 

achieved when the transition function takes the current state and the input value and thus produces theoutput 

state or the next state. 
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The details of the IDAODV and its implementation has been shown next. The components of IDAODV are 

: 

 Network Monitor 

One of the feature or you can say the nature of the ad hoc networks is that no single node can read all the 
messages in a request reply flow.Thus distributed network monitors perfom the task of tracing all the 
messages in a request reply flow. 
 

 

Finite State Machine 

Detail based approach gives a model to explore ambushes in perspective of tradition judgments.  

Incorrect request reply messages are detected by finite state machine which is employed by the network 

monitor. When a request flow has to be started it is done through the "source state". It is trnasmitted to 

the"source forwarding" state only when the first request message is broadcast by the source node. Unless a 

reply is detected it remains in that state. It goes to 'RREP Forwarding' state if unicast reply is detected and 

stays there until the point that the moment that it accomplishes its goal and the course is set up.  It goes to 

the 'Suspicious or Alarm' states if a suspicious activity is detected. 

Exactly when a NM differentiates another package and the old looking at package, the basic target of the 

restrictions is to guarantee that the AODV header of the sent control groups isn't changed in an undesired 

way. In case a widely appealing center responds to the request, the NM will check this response from its 

sending table and furthermore in view of the impediments keeping the true objective to guarantee that the 

direct center isn't lying. Additionally, the goals are used to recognize allocate and mocking. Stamouli [10] 
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has not used framework screen to take after RREQ and RREP message in a request answer stream for 

scattered framework. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Sequence number attack detection 
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Notations 

The following notations have been used for the description of the algorithms. For a set of paths denoted by 

R, where, path R is an ordered set of nodes, The length of R is defined in terms of number of hops and 

denoted by |R| 

For 0 ≤ i ≤ |R|, R[i] is the ith node in the path. 

 Assumptions 

The following assumptions have been made for the algorithms.  

1. ∀ Ri, Rj ∈ R, Ri ⊄ Rj 

e.g. if R1 = {L,M,N} and R2 = {L,M,N,O}, remove R1 

2. ∀ Ri, Rj ∈ R, Ri[|Ri| - 1] ∉ Rj, |Rj| 

e.g. if R1 = {L,M,N} and R2 = {L, M, O,S}, remove N from R1 

3. ∀ Ri ∈ R, |Ri| > 1 

 Algorithm 1: Detection of Routing Packets Dropped 

• See the path between the farthest node and the nearest node. 

• ∀ r ∈ R, check r[|r|] 

• If an ACK is received ∀ b ∈ r and b ≠ r[|r|], b is Good 

• Else, check r[|r| - 1] 

• If an ACK is not received from r[i+1] but received from r[i], 0 ≤ i < |r|, select r[i] 

 Algorithm 2: Node Selection 

• If r[i] responds but r[i+1] does not, there are three possibilities: 

•  r[i] is Bad 

•  r[i+1] is Lost 

•  The link r[i+1] → r[i] is broken  
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• Search next shortest path, ra, to r[i+1] without going through r[i] 

• If r[i+1] is responsive, check r[i] over ra → r[i+1] → r[i]. If r[i] is responsive, r[i] 

is Bad. Otherwise r[i+1] → r[i] is broken  

 3.10 Simulation 

The examinations were mimicked utilizing NS-2. The accompanying segment points of interest the 

reenactment condition, measurements and the outcomes.  

Reenactment Environment  

• Grid Size: 1000*1000 mts 

• Packet Traffic: 10 Const Bit Rate Traffic associations are produced at the same time. 4 hubs were the 

hotspots for two streams each, and two hubs are the hotspots for a solitary stream each. Goal hubs just get 

one CBR stream each.  

• Node : A sum of thirty hubs are reproduced. Out of these , sixteen were imparting. No. of awful hubs was 

changed .   

• Protocol used for routing: Ad hoc on demand vector protocol 

• MAC Layer: 802.11, distributed MAC Layer display was utilized.   

• Simulation Time: 900 Sec  

• Dropped Packet Timeout: Timeout period was set to 10 sec  

• Dropped Packet Threshold: Set to 10 bundles  

• Clear Delay: Set to 100 sec, this is an occasion lapse clock. This is the measure of time for which a hub 

would think about an occasion before landing at a conclusion.  

• Modification Threshold: Set to 5 occasions  

• Neighbor Hello Period: Set to 30 Sec 
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Metrics 

To measure the prformance of IDAODV, the following metrices have been considered both in static and 

mobile conditions  packet delivery ratio Detection rate and false positives. 

 

 Results and Discussion 

As specified before, our work is an alteration of that done by Stamouli et. al. [10]. Each diagram in the 

outcomes plots its metric as a level of bundle conveyance and number of associations. 

Evaluation of Sequence Number Attack Detection 

For the evaluation and counter measure of sequence number attack four metrics that were used are the 
delivery ratio, the number of false routing packets sent by the attacker, false positive and detection r0ate.  

 

              fig1: Delivery ratio vs no of connections 
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              fig2: Delivery ratio vs speed of nodes 

 

              fig3:Percentage of false positives vs percentage of bad nodes 

International Journal of Management, Technology And Engineering

Volume 8, Issue VII, JULY/2018

ISSN NO : 2249-7455

Page No:1522



 

              fig4: Percentage of detected bad nodes vs percentage of bad nodes 

Evaluation of the ‘Drop Routing Packets’ Attack Detection 

To evaluate this attack, the metrics chosen were delivery ratio and routing overhead ratio.  

The following graphs show the performance 

 

              fig5: Delivery of nodes vs no of connections 
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              fig6: Delivery ratio vs node mobility 

 

 

              fig7: percentage of false positives vs percentage of bad nodes 

International Journal of Management, Technology And Engineering

Volume 8, Issue VII, JULY/2018

ISSN NO : 2249-7455

Page No:1524



 

              fig8: percentage of detected bad nodes vs actual bad nodes 

EVALUATION OF RESOURCE DEPLETION ATTACK 

The measurements, for example, conveyance proportion, false positive, distinguished terrible hubs are the 

essential determinants of system execution, which have been utilized to look at the execution of the 

proposed conspire in the system with the execution of the first convention i.e. AODV. The investigation 

demonstrates that the proposed conspire upgrades the security of the directing convention without causing 

considerable debasement in the system execution 

               

International Journal of Management, Technology And Engineering

Volume 8, Issue VII, JULY/2018

ISSN NO : 2249-7455

Page No:1525



 

              fig9: delivery ratio vs no of connections 

 

              fig10: delivery ratio vs node mobility 
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           fig11: percentage of false positives vs percentage of bad nodes 

 

 

            fig12: percentage of detected bad nodes vs percentage of bad nodes 
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Discussions 

Stamouli et al [10] have proposed design for Real-time Intrusion Detection for Ad Hoc Networks [RIDAN]. 
We demonstrate that our work has enhanced numerous fronts. Our technique has been appeared to 
recognize neighborhood and circulated assaults. In their work, Stamouli et al reason that AODV performs 
well at all versatility rates and development speeds. Our decisions are the same; in any case, we contend 
that their meaning of portability (delay time) does not genuinely speak to the dynamic topology of 
MANETs. Our versatility factor depends on genuine relative development design. The main hub speeds 
that Stamouli et al have indicated are 5 meters/second and 20 meters/second which, as we would see it, 
don't cover the entire range. Our portability factor has a speed extend from 0 meters/second (static situation) 
up to 20 meters/second, and we indicate how our convention carries on in the total range. As per the 
investigation that we played out, the most genuine assaults are done by'insiders' who do their assaults 
through a connected terminal, not by means of the system. Thus, arrange based IDS will neglect to identify 
the most harming assaults. In addition, the most unavoidable system based IDSs are mark based and are 
just ready to recognize known assaults. We exhibited new procedures that propel the field of interruption 
discovery in a few regions. We have planned novel components to distinguish and alleviate abnormal 
practices experienced in Mobile Ad Hoc Networks (MANETs). Since MANETs are included 
resourceconstrained gadgets, we composed our interruption discovery instruments as conventions that 
screen arrange state instead of framework state. We additionally explored different avenues regarding 
receptive conventions for MANETs, stretching out earlier research to work with all versatile Ad Hoc 
directing conventions, not simply AODV. We utilize a haphazardly chose set of 5 hubs out of 30 hubs and 
explored different avenues regarding [10] and think about an arrangement of five sequential bundles as 
constituting the assault signature. We found the precision of discovery in both the states static and dynamic 
. In IDAODV, multihop data is considered which beats the confinement of RIDAN framework. We have 
delivered level of identification of assault utilizing RIDAN framework [10] for both static and dynamic hub 
case, which was absent in the first work. We have additionally given a relative execution of IDAODV and 
RIDAN framework. Our tests and reenactments have shown that our convention is practically achievable 
given restricted assets. 

 Conclusions 

 Based on the previous work done by Stamouli et al an intrusion detection system has been developed using 
the specification based technique. We have discussed the performance of the intrusion detection system in 
detecting the misuse of AODV protocol. From the outcomes it can be inferred that IDS can adequately 
detect the attacks that were discussed namely sequence number attack,packet droping attack and resource 
depletion attack. Thisstrategy has high recognition rate of the attacks with minimal overhead. Our intrusion 
detection system has prooved that it works better than that proposed y stamouli in terms of false positives 
and percentage of packet delivered. Since there is no report of true positives provided by stamouli we could 
not compare our results with that parameter.  
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