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Abstract: With the rapid development of computer technology, cloud-based services have 

become a hot topic. They not only provide users with convenience, but also bring many security 

issues, such as data sharing and privacy issue. In this paper, we present an access control system 

with privilege separation based on privacy protection (PS-ACS). In the PS-ACS scheme, we 

divide users into private domain (PRD) and public domain (PUD) logically. In PRD, to achieve 

read access permission and write access permission, we adopt the Key-Aggregate Encryption 

(KAE) and the Improved Attribute-based Signature (IABS) respectively. In PUD, we construct a 

new multi-authority ciphertext policy attribute- based encryption (CP-ABE) scheme with 

efficient decryption to avoid the issues of single point of failure and complicated key 

distribution, and design an efficient attribute revocation method for it. The analysis and 

simulation result show that our scheme is feasible and superior to protect users’ privacy in cloud-

based services. 
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I. INTRODUCTION 

 

In the advancement of cloud computing, big data and public cloud services have been used in 

all applications. The data can be stored securely in cloud server by users. Cloud computing is 

easily available to all users and enterprises. In cloud we can protect data more efficiently by 

transferring data over the internet to the offsite cloud storage system. 

Access control is a security technique that regulates the use of resources and reduces 

risk of business or organizations. There are two types of access controls physical and logical. 

Physical access control is access to buildings, rooms and campuses. Logical access control 
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connects to computer networks, system files and data. Access control system performs 

identification and authorization of users by evaluating login credentials such as passwords, 

personal identification numbers and security tokens etc. 

Security is a major problem in cloud computing. For this we need to develop an 

efficient access control system. 

In this project, we present a more systematic, flexible and efficient access control 

scheme.  The following main contributions are: 

1. We propose an access control system called PSACS, which is privilege separation based on 

privacy protection. The system uses Key-Aggregate Encryption (KAE) scheme and Hierarchy 

Attribute-based Encryption (HABE) scheme to implement read access control scheme in the 

PSD and PUD respectively. The KAE scheme greatly improves access efficiency and the 

HABE scheme largely reduces the task of a single authority and protects the privacy of user 

data. 

 2. Compared with the MAH-ABE scheme which does not refer to the write access control, 

we exploit an Improved Attribute-based Signature (IABS) scheme to enforce write access 

control in the PSD. In this way, the user can pass the cloud server’s signature verification 

without disclosing the identity, and successfully modify the file.  

3. We provide a thorough analysis of security and Complexity of our proposed PS-ACS 

scheme. The functionality and simulation results provide data security in acceptable 

performance impact, and prove the feasibility of the scheme.  

II. EXISTING SYSTEM 

Data security issues brought by data sharing have seriously hindered the development of 

cloud computing, various solutions to achieve encryption and decryption of data sharing have 

been proposed. Data sharing is an important functionality in cloud storage. We show how to 

securely, efficiently, and flexibly share data with others in cloud storage. Describe new 

public-key cryptosystems which produce constant-size cipher texts such that efficient 

delegation of decryption rights [7] for any set of cipher texts are possible. Data sharing 

scheme based on systemic attribute encryption, which endows different users’ different access 

rights. But it is not efficient from the complexity and efficiency.  
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2.1 Disadvantages of Existing System 

1. The traditional access control strategy cannot effectively solve the security problems 

that exist in data sharing. 

2. This scheme does not consider the revocation of access permissions. 

   3. It can easily cause key escrow issue. 

                      III. PROPOSED WORK 

We propose a novel access control system called PSACS, which is privilege separation 

based on privacy protection. The system uses Key-Aggregate Encryption (KAE) scheme 

and Hierarchy Attribute-based Encryption (HABE) scheme to implement read access 

control scheme in the PSD and PUD respectively. 

The KAE scheme greatly improves access efficiency and the HABE scheme largely 

reduces the task of a single authority and protects the privacy of user data. Compared with 

the MAH-ABE scheme which does not refer to the write access control, we exploit an 

Improved Attribute-based Signature (IABS) scheme to enforce write access control in the 

PSD. In this way, the user can pass the cloud server’s signature verification without 

disclosing the identity, and successfully modify the file. 

3.1 Advantages of proposed System 

1. In this project, we present a more systematic, flexible and efficient access control scheme. 

2. We provide a thorough analysis of security and complexity of our proposed PS-ACS 

scheme. The functionality and simulation results provide data security in acceptable 

performance impact, and prove the feasibility of the scheme. 

3. The evaluation results show the high efficiency of our scheme 

 

IV. PROPOSED FRAMEWORK 

Global Setup( ). The Global Setup algorithm takes as inputs a security parameter and 

universe description U. Let G1,G2, and Gt be the multiplicative groups with the same prime 

order p, and e:G1*G2Gt be the bilinear map. Let g1be the generator G1 of and g2 be the 
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generator of  G2 . Let H:{0,1}*G2 be a hash function such that the security will be 

modeled in the random oracle. 

 

Fig 3.2 System framework 

 

4Analysis 

In this we propose security analysis and performance analysis of access control scheme. 

4.1 Security analysis 

In PRD, users can only decrypt the files corresponding to the received aggregate keys and 

do not have access to other files, thus the data owner controls the users’ access permissions. 

When the data file is modified, although CA is trusted, the system parameters and 

revocation instructions are generated by the CA. The signature policy is formulated by the 

data owner and is sent directly to the cloud server. The CA does not know the signature 

policy. Assuming that CA cannot give itself authorization, as long as the attributes of CA 

cannot satisfy the access policy, it is not valid to modify the file. Thus, the write access 
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permissions still belong to the data owner. In the process of the users’ signature, the 

signature key is only related to the users’ attributes, so the user’s identity is secure. 

In PUD, our construction achieves data confidentially. The outsourced data can be 

confidential against a user whose attributes do not satisfy the access policy. Since the 

attributes cannot satisfy the access structure in the cipher text, the user cannot receive the 

partially decrypted cipher text during the transformation process. Thus, he cannot recover 

the original message.  

4.2  Performance analysis 

In our KAE scheme in the PRD, the system parameters are generated by the trusted 

authority, which is not within our consideration. Moreover e(g1,gn) can be calculated in the 

system setup phase. In addition, the aggregate key only needs one pairing operation, and to 

calculate a pairing operation is very fast, the specific comparison.  

The attribute-based encryption algorithm of the MAH-ABE scheme spent much more 

time than the KAE algorithm used in our scheme. If the attribute revocation occurs,  the 

ABE algorithm will be more time-consuming. More importantly, the growth rate of time 

spent with the number of file attributes is much higher than KAE algorithm. The user 

only needs a very short time to sign the modified files. While, the authentication time 

only makes up a small part, so the process of signature and authentication consume a very 

small time. Therefore, from the client’s perspective, the program is efficient. 

In PUD, we adopt outsourcing decryption method. We compare our scheme with Ruji’s 

Scheme. We compared the computing time incurred in encryption and decryption.  the 

number of authorities is set to 10. It is obvious that our scheme requires less time for 

encryption and decryption than Ruji’s scheme, especially for decryption. Since in the 

decryption phase, major computation overhead is delegated to the cloud, user only needs 

one exponentiation operation to recover the original message. Therefore, the decryption time 

for users can be greatly reduced. Computing cost for transformation. On the whole, it can be 

concluded that our scheme’s computation efficiency is much better than Ruji’s scheme. 
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V. SCREEN SHOTS 

 

CS_ Owner files 

 

                                              Data Owner file upload 
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Group Users 

 

 

User Requests 

                                 VI. CONCLUSION 

In this project, to protect user’s data and to store securely in cloud we can propose an access 

control scheme (PS-ACS).  Access control can reduce the risk of many organizations and keep 

more security to the data. So we can implement access control scheme based on privilege 

separation. In this scheme we can divide users in to private domain and public domain. 

In this project data owner related to the private domain so the data owner can access 

both read and write permissions. Users are related to the public domain they can access only 

read permissions. To access write permissions add the users to the public domain then they 
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can download and modify the files. Data owner sends access keys to the cloud authority. After 

obtaining key it can authorizes owners and users then data owners encrypt their files by using 

corresponding encryption (KAE). Data owner sends and shares secret keys to the server to 

download and view the files and stored them in cloud based services. Compared to the MAH-

ABE scheme, the proposed scheme shows the feasibility and improves more efficiency to 

protect the privacy of data in cloud-based services. 

 

                       VII. FUTURE ENHANCEMENT 

Cloud computing brings awesome accommodation for individuals. Especially, it flawlessly 

coordinates the expanded need of sharing information over the Internet. In future Cloud 

computing users are identified and used their identities for accessing the services. A secure trust 

based identity management scheme is essentially a need by all cloud service provider and users. 

Various issues of identity management system are identified. 
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