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Abstract: In this paper review on RFID system and cryptography is carried out.

Many authors have proposed architectures for passive tag and reader and reported the
performance. Aauthors have also proposed architectures for ECC processor and
algorithm for scalar multiplication at different bit size and different frequency to
optimize parameters. Various proposals have been suggested by researchers for the
design of low-power/energy ECC processors. The objective seen in many of these
publications is reaching lower power consumption. The focus of the researchers is on
minimizing calculation time and simultaneously getting their implementations relevant
for applications of a wide range like RFID and WSNs.
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1. Introduction

RFID ipso facto deals with identification of objects through radio waves. It’s use started
during World War II in the identification of “Friend-or-Foe” for targets used by the
military, such as aircraft and forces. It was only in 1990s, that large scale use of RFID
started. Areas of use were supply management, for tracking articles, inventory and also
for identification of animals. The role of identifier is to serve a tag in RFID. It contains
an UID of the object to which it is tagged. Transmission of the ID is done to a reader
through wireless medium|[1].

The technology is considered as an improvement over barcodes apart from increased
storage capacity and reprogramming capability. There is no need for RFID to be in line-
of-sight for the purpose of identification. Technology is able to ensure automatic and
wireless identification of objects without the need of any physical contact. Small size of
tags makes for convenience in their embedding into consumer items, credit cards, with
the possibility of implanting them into humans and animals. A significant difference
between barcodes and RFID is that the latter have the EPC which has the additional
feature of identification of the item that is known for universal uniqueness.

Speedy identification of objects was the purpose of designing RFID. The technology
does not have the provision for validating the parties of a communication. viz., tags and
readers. An important feature of the tags is their ability to reveal their indenties to
readers who have queries. Eavesdroppers are able to intercept messages. This is a
corollary of the feature of the openbroad cast of wireless communication. However,
there is the problem of the confidentiality of communication being lost, there by getting
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exposed to serious security and privacy attacks resulting in unauthorized access to
resources and collection of the confidential information relating to the object.

Security and privacy issues explain why barcodes still remain without getting eased out
by RFID. There is also another fact to contend with additional cost which is more than
for barcodes.

There are limitations in the area of technical capabilities. Current research in RFID
authentication works on the objective of low power, low cost EPC tags which can be
embedded into consumer items. This has to be offset against the limited capabilities of
tags [2].

The focus of attention during the last few years has been to ensure security and privacy
issues to increase the opportunities in the area of consumer applications. Research
work is focused towards finding a secure way of identification that would protect the
privacy of users and is robust against unauthorized usage.

1.1 Overview of RFID system

Reader, tag and a back-end database are the main components of an RFID system.
Back-end database is used to store data related with tag contents. This is shown in
Figure 1.1. The reader is connected to a workstation via network. RFID tags have
UID. The RFID reader reads the UID of the tag. An RFID reader can read a number of
tags [3].

RF Antenna

Data Base

L RFID Tag Network Workstation

Figure 1.1 RFID system

RFID tag contains an antenna, analog front end, base band-processor and EEPROM
(Figure 1.2). The base-band processor is an important part of the tag, performing
read/write operation of EEPROM. It is difficult to reduce power consumption of
analog front end and EEPROM. Therefore, it is important to design a low power base-
band processor. RFID module can be programmed for the manufacturing. The
volume of data to be stored depends on the chip and ascertaining an UID programmed
during chip production [4].

Volume 8, Issue X1, NOVEMBER/2018 Page No0:248



International Journal of Management, Technology And Engineering ISSN NO : 2249-7455

Analog

.. Base band processor

Antenna RF front end 1 T

AMemory(EEPROM)

Figure 1.2 RFID tag blocks

The RFID reader consists of a base-band processor, antenna, interface module and
analog front end (Figure 1.3). The antenna is connected with the analog front end and
tuned to detecting a tag that gets close to the reader field. Detection and decoding of
the data read from the tag by the front end are done by the base-band processor. The
data is later sent to the interface. The interface connector could be USB, SPI etc.
Interfacing with the user is possible through the use of LED and beeper for indicating
the status of the tag read [5].

L— RF front end sy Base band processor

l

Interface connector — ——»

Antenna

Figure 1.3 RFID reader blocks

It is possible for readers to use tag contents as a lookup key into a database. The
database is associated with product information and key management information
with a specific tag. It is possible for anyone to build independent databases with
access to tag contents.

1.2 RFID tags

RFID tags are electronic devices of smaller size consisting of a memory connected to
an integrated antenna. The memory has the ability to provide storage and
computatinal capabilities. The antenna provides communication with the reader. Tags
can be categorized into active, semi-passive and passive depending on the power
source. Passive tags use energy from the reader to generating a response. An internal
battery supplies energy to active tags. A small battery on board is attached to semi-
passive tags. But their response is possible only to a request from the reader[1][2].
The source of power is a significant feature of a tag considering the fact it decides the
possible reading range, lifetime, cost and functionalities of the tag.

Active tags are alone can initiate communication with the reader. They can constantly
beacon their ID’s. Active tags of highly advanced type have the ability to
communicate with other active tags forming ad hoc networks. Active tags have power
source of their own. Hence, they can operate over long distances. They also have
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better computational capability compared to other types of tags. This has, however, to
be viewed against the limited life-time of the battery that shows rapid draining as a
result of constant beaconing. Active tags find use in localization of cattle over long
distances, live tracking of high value assets etc. These have reasonably bigger size.
They are more expensive than tags of other types.

Semi-passive tags too have a power source on board. But, they have no
communication with the reader. They indulge in generation of a respone only in the
event of introgation from the reader. They conserve and retain power and ensure
better longevity. They provide good computational and storage characteristics.
Provision of power source makes semi-passive tags more expenive and larger in size
compared to passive tags. They often are used for sensing functionality.

Passive tags are known to be inexpensive. They are also the most common type of
RFID tags. They have no power source of their own. They gather energy from the
electromagnetic signals from the reader. This necessitates the location of the reader
in the close proximity and results in a short range operation. The advantage of being
powered by the external sources provides the facility of the information being stored
longer in their memory, giving rise to an almost unlimited life time.

There is also another advantage arising from the absence of a battery. It is the
flexibility in the design of the tags, enabling the application of convenient form
factors for incorporation into items, from RFID chips known for the rice grain size
implemented into pets. RFID labels, that are thin, neat and flexible can be
incorporated into packing materials and paper. Passive tags functionalities have their
own limlitation in the area of storage of an ID number and arithmetic operations.

Passive tags have a large variety of applications. This is naturally so considering
their low cost and lower maintenance requirements. The applications include
wireless payments, electronic documents, animal identification, theft detection etc. A
comparison of the summary of RFID tags is provided in Table 1.1.

Table 1.1 Summary of RFID tags
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Over and above the different type of power source, there is fact of RFID systems
operating in different regions of radio spectrum considered for communication
between readers and tags. Performance is defined in terms of signal strength and
tolerance to obstacles of varying nature, the size of the tag, and the applications areas.

The Table 1.2 summarizes classes of radio bands and their application areas by
different wavebands used in RFID systems:

Table 1.2 Summary of classes of radio bands and applications areas

Classes
Frequency Application | Bandwidth | Distance
Radio bands range
Vehicle
UWB 3-30 GHz <200kb/s |ca.15m
Identification
UHF 300MHz_3 GHz | Ranee <200Kkb/s |3-12m
Counting
Access
HF 3-30 MHz <100 kb/s | 0.05-1 m
Control
Contactless
MF 300kHz- 3 MHz < 50 kb/s 0.2-0.8m
Payments
Animal
LF 30-300 kHz < 10 kb/s 0.1-02m
Identification

1.3 RFID readers

RFID readers provide wireless connection with RFID tags, query and identify them
too. Points of interaction between tags and the RFID system do exist. They are
involved in the collection and analysis of data that readers are known to collect.
Identification procedure is defined with the help of protocol used in a specific RFID
environment. It may be a multi-round or a simple request-reply exchange protocol.
Depending on the protocol, tags can transfer tasks to readers which are
computationally complex and require more power. RFID readers could be either
mobile or stationary. The mobile readers are generally in the form of hand held
devices. At the entrance of the supermarkets or warehouses stationary readers are
usually located.

Several tags are located close to the reader known for simultaneous response on
the same frequency, thereby causing collision in communication. In environments
where multiple tags have simultaneous presence, RFID readers use anti-collision
protocols of exclusive variety [06] [07][08][09][10].
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A reader’s request for data from the tag initiates the communication in RFID. Such a
communication link goes by nomenclature of a forward channel. The transmission of
the request is sent on the frequency which is defined by the standard format. The tag,
on receipt of reader’s request, forwards its ID in the format conforming to the
definition provided by the authentication protocol. Dissemination of response from
the tag to the reader is done over the backward channel. The reader processes the
reply from the tag and extracts the ID of the tag. It is followed by a check in the
database with the set of valid ID’s. A decision on this made on the basis of the tag
being authorized. Figure. 1.4.illustrates this communication process.

- : |
Tag
h
n &~
— |\ Reqguest f T
|/ ./
TEG - l Downlink I
I\III';-.CR.:";EB (T =R ) SERVER
READER |
Rsponse
234567 567
1 .34 G678 | | Uplink 113“4 _6 8
\ ¥ J (T = R) \ /
N P % 7
ID Stored in Tag Antenna ID Read from Tag
L A

Figure 1.4 Communication process in RFID system

1. 4 Antenna

In RFID system antennas are indispensable elements. They are passive devices that
make use of power available with the reader for generating a field meant for the
forwarding and receipt of signals from the RFID tags. Antennas have variations in size,
gain, rating, polarization and connector type. Selecting the right antenna for the
specific RFID application is crucial.

2.  Cryptography

Cryptography is used for ensuring the security in information. Cryptographic
encryption algorithms are classified under two heads, namely, symmetric key and
asymmetric key. In the case of the former, a key is communicated by the dispatcher
and the beneficiary. The latter employs a solitary key for encryption and another for
decryption respectively.

The feasibility of public-key (PK) solutions for RFID’s has been stated in the subject

matter for research. This arises from limitations in areas of cost, area and power.

RFID have the requirement of security solutions. Implementation of PKC faces some

problems in these environments considering the deployment of computationally

demanding operations. Passive RFID tags are well known for implementations of
reports. ECC has used for been implementations for RFID tags.

ECC is a public key cryptography method. It is an important feature of the data
security system. The algebraic structure of elliptic curve over finite fields forms its
basis and offering security analogous to RSA algorithm. ECC is implemented under
extreme resource constraints. Algorithm for ECC and architecture at RTL level in
affine and projective coordinates have been proposed for mitigating hardware
complexity and reducing power consumption.
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In this paper section 1 describes introduction, in section 2 cryptography is explained

literature review is explained in section 3. In section 4 conclusion is presented.

3. Literature Survey

In the literature survey, techniques and different architectures for implementing low
power DBBP passive tag, digital base-band processor RFID reader and ECC are
explored. In particular, the subjects of low power techniques, encryption algorithms,
dedicated elliptic curve processors, versatile and general scalar multipliers are been
given special attention. The summary of the literature review is presented in the
Tables 3.1 and 3.2.

Table 3.1 Literature Survey summary Without ECC

Ref. No. Technology Frequency Power Area
6.7mW @ 1.2
[18] ] ] o @12
MC 0.1 4 mm’
[19] gMSSO Sum | e Mz - mm
1 3mm” @ 1
[22] OCMg ousm 2.56 MHz 6.4 uW 0.3mm” @ 1V
0.18 um 6
[23] 1ayer*g4 s | 355 MHz 3.436 uW 892um x 260pm
0.18 pm 300 pm x 300pm
24 2.56 MH 1.25 uW
(24] CMOS z H @1V
0.35 um 800 um x 800pum
25 2.56MHZ 7.5 uW
251 CMOS " @ 0.96V
0.35 um 1p4M
[26] oM o”s e 8.9 UW @ 2V | -
0.18 27 uW @ 1
[28] oM ousm 1.92 MHz v BW@L 611 mm?
Table 3.2 Literature Survey summary With ECC
Fiel #
ng OTIZChn frequen d Power i:etz Clock Energ Time*
) & |@ size Cycles y
TSMC
0.18 | 1.28 6.607
Bol | Mty 226 o 169K | 36,174 |NA |-
CMOS
14.7uW
UMC @423KH
0.18 z 12.52m
31 13.56MH 25.7K
1311 pum , - 208.4uW NA NA s
CMOS @13.56
MHz
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0.13p
[32] m 500 KHz Gate area-30.76K | NA NA 7.35ms
CMOS
. 2;35” 1.92 2.9uA
CMOS MHz @12V | NA NA NA
Fiel
Ref. Techn | Frequen Gate | Clock | Energ .
d Power Time*
No ology | cy . Area | Cycles |y
size
TSMC
1130 12,10 46
(33 |6snm | o NA |NA ;7 52012 | NA ms
CMOS
UMC 168 | 231V 0.72's
s |%8 | 13semn @IMHz
um ; ’ 192 26.3uW | NA | NA NA 115
CMOS @1 MHz '
UMCO
13 13.56MH
[40] 253 uW | NA 13.7K | 3.31wJ | 13.1 ms
pum z
CMOS
ASIC 129
[41] 120nm | 312 MHz | 256 | NA n;mz 0.85 ms
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0.13p
1130 36.63 12.5 | 275,81
[43] m KHy NA W K p ’ 8.94uJ | 244 ms
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25 SMA 5, 5945 11.3 ms
[44] NA NA NA
23‘38MH 163 6913 14.9 ms
0.13p
[45] m 1 MHz 168 | NA NA NA 129u) | 04
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[48] 251 MHz | 163 | 19604 2993 .
FPGA LUTs -36727 Time -11.92puS
(Verte 13.85
[49] x-4) 100KHz | 192 MW 23.6K | NA NA
[51] 274 MHz | 128 | Area-1552 Slices | 65000 | 0.24ms
FPGA
LUTs-14507 Latency
(Verte | 131 MHz | 163 . 10.70 uS
lices- -142
[52] x-4) Slices-8095 9
FPGA LUTs-8095 Latency
147 MHz | 163 ) 9.70 uS
(Verte z Slices-3513 -1429 "
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x-5)
FPGA Flip flops-7962
Latency
[53] (Verte | 154 MHz | 55 | LUTs-26364 3010 19.5 uS
x-4) Slices-16209
81
bit
FPGA
digi | LUTs-22936 Latency
[54] | (Verte |250MHz | = | . 0O Q3 | 548w
x-5) .
seri
al
. Lat
[55] 185 MHz | 82 | Slices-20807 ;ggcy 7.72 uS
FPGA 3G . Latency
143 MH lices-24 1
[56] (Verte 3 z NB Slices-24363 1446 0uS
x-4) LUTs-10176 Latency
167 MHz | 163 Slices.3446 1429 8.60 uS
[57] |FPGA
LUTs-14265 Latency
(Verte | 147 MHz | 163 Slices-8070 1429 9.70 uS
x-5)
Lat
[58] 121 MHz | 163 | Slices-10417 1a03111cy 9.0 uS
Lat
[59] 133 MHz | 163 | Slices-27889 ;;gcy 16 uS
FPGA
(Verte Flip flops-1870, Latenc
[60] x-4) 290 MHz LUTs-6672, 4168 y 14.39 uS
Slices-3536
Fli -
ip flops-3077 Latency
[61] 210 MHz | 163 | LUTs-23468 1119 5.32 uS
Slices-12964

* For one Scalar multiplication

4. Conclusion

From the literature survey it can be concluded that the majority of the authors have
proposed architectures RFID system and presented the performance. Through

performance comparison between tag with ECC and without ECC it can be

concluded that most of the authors have proposed architectures for ECC processor
and algorithm for scalar multiplication at different bit size and different frequency to
optimize parameters. The objective seen in many of these proposals is reaching
lower power consumption.
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