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Abstract: We live in a digital world where every
detail of our information is being transferred from
one smart device to another via cross-platform,
third-party cloud services. Smart technologies, such
as, Smartphones are playing dynamic roles in order
to successfully complete our daily routines and
official tasks that require access to all types of
critical data. Before the advent of these smart
technologies, securing critical information was
quite a challenge. However, after the advent and
global adoption of such technologies, information
security has become one of the primary and most
fundamental task for security professionals. The
integration of social media has made this task even
more challenging to undertake successfully. To this
day, there are plentiful studies in which numerous
authentication and security techniques were
proposed and developed for Smartphone and cloud
computing technologies. These studies have
successfully addressed multiple authentication
threats and other related issues in existing
Smartphone and cloud computing technologies.
However, to the best of our understanding and
knowledge, these studies lack many aspects in
terms  of  authentication  attacks, logical
authentication analysis and the absence of
authentication implementation scenarios. Due to
these authentication anomalies and ambiguities,
such studies cannot be fully considered for
successful implementation. Therefore, in this
paper, we have performed a comprehensive
security analysis and review of various Smartphone
and cloud computing authentication frameworks
and protocols to outline up-to-date authentication
threats and issues in the literature. These
authentication challenges are further summarized
and presented in the form of different graphs to
illustrate where the research is currently heading.
Finally, based on those outcomes, we identify the
latest and existing authentication uncertainties,
threats and other related issues to address future
directions and open research issues in the domain

of Smartphone- and cloud-computing
authentication.
I. INTRODUCTION

The logical design of a system pertains to
an abstract representation of the data flows, inputs
and outputs of the system. This is often conducted
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via modeling, using an over-abstract (and
sometimes graphical) model of the actual system.
In the context of systems design are included.
Logical design includes ER Diagrams i.e. Entity
Relationship Diagrams. We live in a digital world
where every detail of our information is being
transferred from one smart device to another via
cross-platform, third-party cloud services. Smart
technologies, such as, Smartphones are playing
dynamic roles in order to successfully complete our
daily routines and official tasks that require access
to all types of critical data. Before the advent of
these smart technologies, securing critical
information was quite a challenge. However, after
the advent and global adoption of such
technologies, information security has become one
of the primary and most fundamental task for
security professionals. The integration of social
media has made this task even more challenging to
undertake successfully. To this day, there are
plentiful studies in which numerous authentication
and security techniques were proposed and
developed for Smartphone and cloud computing
technologies. These studies have successfully
addressed multiple authentication threats and other
related issues in existing Smartphone and cloud
computing technologies. However, to the best of
our understanding and knowledge, these studies
lack many aspects in terms of authentication
attacks, logical authentication analysis and the
absence  of  authentication  implementation
scenarios. Due to these authentication anomalies
and ambiguities, such studies cannot be fully
considered  for  successful  implementation.
Therefore, in this paper, we have performed a
comprehensive security analysis and review of
various Smartphone and cloud computing
authentication frameworks and protocols to outline
up-to-date authentication threats and issues in the
literature. These authentication challenges are
further summarized and presented in the form of
different graphs to illustrate where the research is
currently heading. Finally, based on those
outcomes, we identify the latest and existing
authentication uncertainties, threats and other
related issues to address future directions and open
research issues in the domain of Smartphone- and
cloud-computing authentication..

Page N0:2982

ISSN NO : 2249-7455



International Journal of Management, Technology And Engineering

II. EXISTING SYSTEM

Modern day technologies are evolving
from smartcards to more advanced and smart
technologies such as Smartphones. Since 1968,
smartcard based privacy and security challenges
were addressed, with numerous proposals emerging
on smartcard based authentication frameworks and
protocols. However, due to the existing smartcard
limitations, the security and privacy challenges
were not completely addressed and presented [1].
On the other hand, Smartphones are playing a
vigorous role to accomplish our daily tasks and
routines. From waking-up to going-to-bed, every
routine is now linked and performed with the help
of Smartphone applications. Based on Web of
Sciences citation analysis, the rising trend of
Smartphone usage has made information security a
more challenging task, and a consequent increase
in research and citations in the past two decades.
Additionally, with the advent and integration of
Cloud Computing (CC) technologies, security and
privacy issues have become more challenging. Our
data, which was initially stored on our hard drives,
is now mainly stored on third-party Cloud Servers.
Moreover, according to [3], 75% of Smartphone
applications require access to critical user data,
including Location, Device ID, Camera, Contacts
etc. The use of those technologies has made
Smartphones vulnerable to Smartphone-level
security threats, and has increased susceptibility to
third-part security threats [1]

I1I. Proposed System

Nowadays, = Smartphones are  well
equipped with numerous authentication
mechanisms  such  as,  Multiple  Factor
Authentication (MFA),Two Factor Authentication
(2FA) and Three Factor Authentication (3FA) [18-
20]. A 3FA based Smartphone is able to provide
higher security for critical information [21].
However, it is not necessary that cloud resources
(integrated within a Smartphone application)
provide support for MFA or 3FA based
authentication. Additionally, the risk of a security
breach is higher when such cloud resources are
involved in transferring user critical information
and have access to built-in Smartphone resources
(Figure 2). On the other hand, without such access
permissions, those applications will fail to perform
essential tasks associated with either daily routines
or professional chores. Those risks are not only
limited to Smartphones. Nowadays, Smart devices
such as tablets and phone-tabs have replaced our
regular Personal Computers and Laptops.
Moreover, almost all domains and sectors are
utilizing those smart technologies to perform their
normal or critical operations[22 and 23]. The
security risk is very high when we consider

Volume IX, Issue I, JANUARY/2019

sensitive domains and sectors that include:
Military, Defense, Telecommunications, Health
and other governmental or non-governmental
entities [24 - 29]. Based on the above
understanding, multiple authentication frameworks
and protocols are proposed and developed to
provide end-to-end  security, privacy and
verification to all entities and domains. However,
there remains plenty to cover and explore in terms
of security and privacy in Smartphones and CC
authentication frameworks. The purpose of this
study is to analyze and document existing and
primary security challenges pertaining to
Smartphones and CC Authentication Frameworks
and Protocols.
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CONCLUSION

To the best of our knowledge, this paper is
the first study about optimal encoding parameters
for representation sets in free-viewpoint adaptive
streaming. We have defined an optimization
problem for the selection of the representation set
that maximizes the average satisfaction of
interactive users while minimizing their view-
switching delay. We define a novel variable,
namely the multi-view navigation segment, and
formulate an optimization problem that can be
solved as a tractable ILP problem. We characterize
the satisfaction of interactive users as the quality
experienced by the user during the navigation. This
function is able to take into account both coding
and view synthesis artifacts. We finally measure
the performance of representation sets based on
content provider recommendations and show the
suboptimality of baseline algorithms that do not
adapt the coding parameters to the video and users
characteristics. We therefore highlight the gap
between existing recommendations and solutions
that maximize the average user satisfaction. In
particular, we show that an unequal allocation of
the storage capacity among different video types as
well as camera views is essential to strike for the
right balance between storage cost and users
satisfaction in interactive multi-view video
systems.
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