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Abstract 

 
The Mobile Ad-hoc Network (MANET) is self-arranging communication network of the Versatile 

node. The MANET does not have any earlier structure of communication. The Mobile Ad-Hoc 
network creates a network with the help of intermediate nodes. The MANET network is an open 
network environment so that intermediate node can participate in communication. The MANET has a 
many security problems, because of the public nature of the network. The malicious node can quickly 
enter into the system. The security issue mainly contains a denial of service attacks like Node 
Isolation Attack, packet drop, black hole, gray hole assault, and so forth. The Node Isolation Attack 
(NIA) is a Denial of Service (DOS) attack against AODV. The aim of this attack is to isolate all 
communication information of node or group of nodes. The attack in which the attacker node is 
avoids the getting communication,  information about the network to victim node. This proposed 
algorithm works on the removal of Node Isolation Attack in MANET. This proposed algorithm 
implemented in Network Simulator 2.35. The concept of Node Isolation is utilized for identification 
malicious node introduce into the system. The proposed algorithm is finding attacker node from the 
system, which is hurtful to the system and increment the generally the execution of the system. 

 
Keywords – Node Isolation Attack, Denial of Service, mobile ad-hoc networks, overhead, gray 

hole attack, Packet drop attack, AODV Protocol.  

 

1. Introduction 
The Mobile ad hoc network is self-organized communication network where physical network 
downfall, the temporary network is created [1]. The temporary network has no any centralized 
monitoring system to maintain the network. The main purpose of this network is an emergency 
communication to the stations. As stated this does not have any monitoring system, the nodes are 
acting as routers as well as intermediate nodes or stations. The routing of the message in the network  is 
based on intermediate nodes present in the network. This is an open network, so any node can join this 
network and starts the communication. This network uses different routing protocols to route the 
message to the appropriate destination. When source wants to communicate destination node, it uses 
either saved path or creates a new path to the destination [2]. On this concept routing protocols have 
two types first one is Proactive and second one is Reactive protocol. The proactive protocols are 
Distance Sequence Distance Vector (DSDV), Optimized link state routing (OLSR) and reactive 
protocols are Ad hoc On Demand Distance Vector (AODV). This paper mainly focuses on the reactive 
protocol, because on demand the creation of a path may harmful to the network. The network has many 
node ,  it is very difficult to differentiate between the true nodes and fake nodes. 
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2. Related Work 
    Nadav Schweitzer et al proposed Mitigating Denial of Service Attacks in OLSR Protocol Using 
Fictitious Nodes which based on OLSR protocol [3]. This paper gives solution to defend the OLSR 
protocol from node isolation attack by employing the same tactics used by the attack itself. Also, this 
paper gives extension to their solution regarding to all DOS attacks in MANET. But this paper has 
normal increases overhead as increases size of the network.  
    Vishvas Kshirsagar, et al proposed Analytical Approach towards Packet Drop Attack in Mobile Ad-
hoc Networks [4]. This paper states the mathematical model of detection of attack, also gives 
mathematical model proof with scenarios.  
    Jin-Hee Cho et al proposed on the tradeoff between altruism and selfishness in MANET trust 
management, in which considered the trade-off  between  nodes,  individual welfare vs. global welfare 
and identify the best design condition of this behavior model to balance to selfish vs. altruism 
behaviors [5]. 
    K. Urmila Vaidhya et al proposed A Novel Technique for Defending Routing Attacks in OLSR in 
the MANET [6], it investigates the various routing attacks that can be launched in OLSR. Analyzing 
the attack, we propose a mechanism to secure the OLSR protocol from specific routing attack known 
as a node isolation attack in MANET.    
Abhijeet More, et al proposed  A Detection and Remove the Node Isolation Attack in the MANET. 
This paper survey to an how to detect and remove the node isolation from  a network[11]. 
  

3. AODV Protocol 
     Ad-hoc on-demand Distance Vector (AODV) protocol is reactive protocol [7, 8]. In AODV 
protocol routers are created when they are needed rather than table driven approach. AODV do not 
store any network structure for routing. AODV protocol has a different method for routing the data 
over the networks; methods are route discovery, route table management, route maintenance and local 
connectivity management. In route discovery method source node directly communicates to the 
destination node if there is no intermediate node between a source node and destination node. Each 
node stores the information in tabular format. The table contains the fields like destination IP address 
or node ID, next hop, number of hops, the  destination sequence number means the highest sequence 
number, active neighbors in this route and time to leave for a particular route. 
Route discovery starts when the source node table contains no information available by broadcasting a 
route request (RREQ) packet to all the neighboring nodes within range of the source node, RREQ 
travel through intermediate nodes until valid path for destination node is not found.The RREQ packet 
contains the source node IP address, sequence number, broadcast identity, destination IP address and 
hop count. The sequence numbers are always incremented only when RREQ packet, or Request Reply 
(RREP) has sent. The RREP is created by an intermediate node on the path to the destination node. A 
source node may receive a multiple RREP message, but valid fresh and shortest is selected to accurate 
and secure path between a source node and destination node. Once a path is set up between a source 
node and destination node, the actual data has been sent. RREP contains the source IP address, 
destination IP address, and a destination sequence number, hop count and life time. 
In path maintenance, repeatedly RREQ message is sent to check whether a neighbor’s link is active or 
not.The RREQ message does not effect on sequence numbers. If intermediate link fails, it generates 
RRER message and send the source node, the source node restarts route discovery and finds 
appropriate route to the destination node 
 

4. Node Isolation Attack 
 
        The Node Isolation Attack (NIA) is a Denial of Service (DOS) attack against AODV. The aim of 
this attack is to isolate all communication information of node or group of nodes. The attack in which 
the attacker node is avoids the getting communication, information about the network to victim node. 
The basic idea of this attack is the attacker node prevents link information of a specific node or group 
of node from being spread to the whole network. Thus, other nodes who could not receive the link 
information of these target nodes will not be able to build a route to these target nodes and hence will 
not be able to send data to these nodes.  
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        The attacker node creates an imaginary link by propagating dummy RREQ messages and attract 
all other nodes to select the attacker node as intermediate node. Thus the only node must forward and 
generate a RREQ message to the destination node is attacker node. This attacker intermediate node 
drops all messages contains network information and cannot generate a RERR message for the 
destination node. The attacker node can prevent spreading the communication information on the 
network. The figure 1 shows the node isolation attack.    
 
 
 

 
 
 
 
 
 
 
 
 
 
 
                                Fig:1 Node isolation Attack 
 
   

Fig:1 Node isolation Attack 
 
   Consider the network scenario of six mobile nodes, the node S wants to communicate with the 
destination node D. The source S starts the establishing the path between Node S to node D by sending 
a RREQ message along with the TC message as per working of AODV protocol. While establishing 
the path between the source and destination node, the intermediate nodes are helping to establish a 
path. Due open environment of the network there are also malicious nodes available. The attack in 
which the attacker node 3 has avoided the getting communication, information about the network to 
victim node 2. The attacker node 3 prevents link information of a node 2 being spread to the whole 
network as shown in figure 1. Due to isolation attacker node, if shortest path is available in the 
network, they are also longest path being selected for the communication. Also victim node is available 
for the communication. But due to node isolation attacker node hide the presence of victim node in the 
network. 
 

5. A Novel Mechaism Against Node Isolation Attack 
 
      Mobile ad-hoc network, is frequently changing communication environment may affect the 
performance the MANET. The Security problem can reduced by removing the malicious node present 
in the network and increase the overall the performance of the network. Assuming there are some rules 
for testing RREQ message. If they are satisfied the sender is trustworthy.  
The three rules are:  
1) A victim must confirm that all nodes declared in the RREQ message of attacker must not be among 
the victim’s 1-hop neighbors  
2) For each node in the RREQ message, check:  
a. Existence of 1-hop neighbors not mentioned in RREQ message  
b. Also, they are located at-least 3-hop away from the victim  
c. If the above conditions are satisfied, then check whether the attacker has appointed any other 
intermediate node to cover those nodes  
3) The Victim must treat a RREQ message containing all the 1-hop neighbors as an attack  

 A. Algorithm for detecting node isolation attacker node: (at each node) 

 

1 

2 

S 3 

D 

4 

Attacker Node 

Victim Node 
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Step 1: (periodically RREQ message received at each node) 
Consider H (n) is a RREQ message all nodes & N is set of all nodes 
 if  H (n)  N  
  Yes, Goto step 5 
  No , Goto step 2 
Step 2: [Consider V is victim node and Xv is set of 1-hop neighbors actually] 
 if  H(n)  Xv   
  Yes, Goto step 5 
                         No, Goto step 3 
                    
Step 3: Also, they are located at-least 3-hop away from V 
Step 4:  [Yv is sets of 1-hop neighbors shown in H (n)] 
 V must treat H (n)  Yv  as Attacker Node 
Step 5: Remove the attacker node and broadcast the message to all nodes. 
Step 6: Stop. 

B. Flowchart for detecting node isolation attacker node: 

 
 
 

 
 

6. Simulation Work and Result Analysis 
 
The proposed algorithm is simulated in Network Simulator (NS-2) [9]. NS-2 is open source network 
simulation tool. The802.11 MAC layer implemented in NS-2 is used for simulation. The protocol used 
is AODV. The various parameters are considered to compare the results. The wireless channel type 
with Omnidirectional antenna type is used to link. This simulation uses 802.11 MAC type. The 200 × 
200 m2 simulation area is used. 
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Table 1: Simulation Parameters 

A. Effect of Pause Time on Throughput 
Figure 2 shows the graphs generated between the throughput and the pause time. Figure 2 shows that 
when the network is under attack, the average of the packet delivery ratio is 42 % and when it’s under 
attack with the solution it improved up to 80 %. When we applied solution on the packet drop attack 
the throughput is increased because utilization of the network is increased. The throughput is directly 
proportional to utilization of network that is maximum use nodes gives maximum throughput. The 
malicious node is included in the establishment of a path. 

 
 

Fig 2: Pause Time Vs Throughput 

 

B. Effect of Number of Nodes on Throughput 

Figure 3 shows the number of nodes Vs. throughput. Figure 3 shows, when the network is under 
attack, the average of the packet delivery ratio is 40% and when it's under the solution it improved up 
to 83%. When any node wants to communicate with another node, there will a maximum number of 
secure next hops for the communication because of removal of node isolation from a network. 
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Fig 3: Number of Nodes Vs Throughput 
 

 
 
 

7. COMPARISION OF PROPOSED ALGORITHM AGAINST 
EXISTING WORK 

                                   A. Comparison incase of Number of attacker node: 

 
Figure 4 shows that number of attacker node vs throughput. The base paper [3] throughput results are 
below the proposed paper throughput results. As increasing numbers of attacker node the result of the 
proposed paper is decreasing, as in base paper [3] results are increasing.  
 

Fig 4: Number of attacker node Vs Throughput 

 

                              B. Comparison incase of Density of node: 

Figure 5 shows the Density of nodes vs. throughput. The base paper [3], while an increasing number 
of nodes in the network, constantly decreasing the throughput. In case of proposed paper while an 
increasing number of nodes in the network, constantly decreasing the throughput but 30% less than 
base paper.   
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Fig 5: Density of nodes Vs Throughput 

 
 

8. Graphical Result 
 
 
 

 
 

Fig 6: Deployment of nodes 
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Fig 7: node Isolate 
 
 
 
 

 
 

Fig 8: flow and packet transmission between nodes after removal of Isolation 
 
 

9. Conclusion 
 
Mobile ad-hoc network is oftentimes changing communication environment may influence the 
execution the MANET. The  Security problem can reduced by removing the node isolation present in 
the network and increase the overall performance of the network. The Proposed model is a way of 
finding attacker node from the network, which is harmful to the network. In proposed model the 
isolated node is dropped from the network and path is established for future communication by 
updating link wise information into the routing table. 
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