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Abstract

Currently, in India and worldwide, the number of cybercrime cases is rapidly increasing, as can be
seen in different types of social media such as news groups on the Internet, online news sites, most
popular news papers, and magazines we really depend on for latest news. Cybercrime is the crime
committed using computer as a tool or a target. We have taken up a cybercrime case study related to
JNTUHJAC and Fake Government of Telangana (FGoT) cybercriminal organization, as part of our
research work, and have been tracking the progression and response against these cybercrimes by
the related public authorities namely, JNTUH University administrators, and police personnel of
K.P.H.B Police Station, Hyderabad. The two organizations namely i) http://jntuhjac.com which is an
online organization with the cybercriminal content in the image to the R.H.S of its home page is
known as Online Fake Government of Telangana (Online FGoT) and ii) INTUHJAC which is an
offline organization, prevalent in the academic premises of the JNTUH academic community
continuing its organized activities, is known as Offline Fake Government of Telangana (Offline
FGoT). These two organizations were born in 2011 and prevalent during the Telangana separatist
movement in the years 2011-2014. They still exist in JNTUH academic community and are
collectively known as the Online Offline Fake Government of Telangana (OOFGoT).

We utilized various types of IT devices to defuse the cybercriminal activities of OOFGoT such as ICT
approaches, Social Networking Site accounts and Information Transparency principle. We also opted
various empirical ways such as field reporting, forming Pronational workforce, and publishing well-
indexed research papers etc. to defuse the effects of these cybercrimes. It is reflected through our
research publications made over many years in our research group. We have brought out the
Pronational workforce recently in 2018 year, which builds and develops Quality-of-National-Life
(QoNL) and paves way to Road to Information Technology (RIT) by means of RTI. This way we
contribute to the success of right Information Technology, i.e. RIT. We brought awareness about the
context of this cybercrime among public authorities, and the response from the public authorities
namely, Governor’s Secretariat, the Prime Minister’s Office, A.P Secretariat Office, Rajya Sabha
Secretariat, TSPSC, and DST reflect the fact that these kinds of cybercrime incidents were not
desirable for any nation. They destroy the national spirit and pave way for more cybercrimes, if the
related cybercriminals are left unpunished. We gathered data through RTI Act 2005 from the above
mentioned public authorities, and analyzed to bring out the essence and required methods for
handling cyber crimes of related types. We sensitized and insisted proper cyberpolicing to pass
prohibition orders against the INTUHJAC and FGoT cybercrimnal organizations and to rightly work
for conviction of these cybercriminals.
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1. Introduction

Cybercrimes are crimes which are either targeted at computers/other devices as in hacking
(computer is the target here), or crimes in which computers or other devices are integral to
the offence as in online fraud, identity theft etc (computer is the tool here). The effect of
cybercrime can be extremely upsetting for victims, and not necessarily just for financial
reasons. Victims may feel that their privacy has been violated, and that they are powerless.
Recently, in India efforts like demonetization, large scale digital economy extremely
increased reliance on technology. Unfortunately, this extreme reliance on technology also
increases the cost and incidence of cybercrime. As shown in figure 1(a) there are different
varieties of cybercrimes that belong to any of the two types mentioned above. Cyber laws
should safeguard the national fabric from cybercrimes.

The two cybercriminal organizations namely JNTUHJAC and FGoT were prevalent in
JNTUH academic environment since 2011. The website with URL http://jntuhjac.com has
been led by INTUHJAC offline organization which has been prevalent from the year 2011
to till date in the INTUH academic environment [1]. Through the web crawler tool, we
captured some snapshots of the homepage of this website available between the dates from
12Nov2011 to 18Mar2014 [2] and found to have some cybercriminal content in its web
pages. The image with a logo can be seen in figure 1(b) below that contains Indian National
Emblem. The usage of the state emblem of India in a way that is prohibited by the ‘State
Emblem of India (Prohibition of Improper Use) Act, 2005 is a cybercrime perpetrated
against India by an organized group known as INTUHJAC that has association with FGoT
and hence is a culprit group committing a cognizable crime.

e el
TalUiZ e
Tajlas
(@ (b)

Figure 1: a) Different Varieties of Cybercrimes

b) Cybercriminal Content in the Logo as on 12November2011

We also find mention of “Government of Telangana” in the logo on the R.H.S which is
prejudiced to law and constitution of India during the years 2011, 2012, 2013 and in the first
half of year 2014. The logo is part of the image during the years 2011-14. Figure 2 shows
the screenshot of the homepage of the website with URL: http://jntuhjac.com as on
12November2011 extracted using Wayback machine’s web crawler tool. After Mar2014,
the culprit website removed the image with the above said logo. The organization
JNTUHJAC was affiliated to the online Cheating Government of Telangana (CGoT) and the
Seditious Government of Telangana (SGoT) [3]. This is a Fake Government of Telangana
(FGOT) which has been operational in the JNTUH Hyderabad during 2011-14 and is
misleading and cheating the nation. The cybercriminal impact is that the academic spirit got
affected badly among the inmates of the JNTUH and the relevant crimes tend to affect badly
the national amity, national spirit, national consciousness, national solidarity and national
unity and integrity.
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2. Online Offline Fake Government of Telangana (OOFGoT)
Online FGoT

http://jntuhjac.com is a website with the cybercriminal content in the image to the R.H.S of
its home page is known as Online Fake Government of Telangana (Online-FGoT). It
committed nearly four cybercrimes, namely 1. SEIPIUA violation, 2. Cheating the Nation
crime, 3. Sedition Law violation, and 4. ldentity Theft [4-6]. It is an organized online
cybercriminal group with nearly 2014 members registered in it. It has more than 20,000 as
the value for the degree of cybercrime.
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Figure 2: Screenshot dated 12Nov2011
Not-online FGoT (Offline FGoT)

The INTUHJAC which is an offline organized cybercriminal group has been prevailing in
the INTUH academic environment since 2011. There is a clear cut evidence collected and
stored by us against the association of Online FGoT mentioned above with the INTUHJAC.
JNTUHJAC is an India abusive cybercrime group [26-27] as depicted in figure 3 below.

Figure 3: INTUHJAC - an Offline Organization Prevalent in the INTUH Academic
Community is an Abusive Team

3. Research Methodology

Our research methodology comprises the steps and methodology that can be utilized
effectively for the defusion of the deleterious impacts of the OOFGoT.

A. Online Offline Defusion of FGoT

Online and offline criminal activities of FGoT require both online and offline defusing
mechanisms for effective remedy. The figure 4 shown below depicts how the online and
offline defusion methods, Knowledge Management (KM), Knowledge Engineering (KE),
and Data Collection and Analysis (DCA) systems are meant for defusing the deleterious
effects of online offline criminal activities in the community or societal context. The online
offline remedial activities greatly assist in transforming the ill-effected cybercriminal
society into Swach Digital society [7-12]. Though we mentioned Knowledge Engineering
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and Knowledge Management systems as remedial measures for cybercrimes, they are not

the subject under detailed coverage in our work at present.
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Figure 4: Online Offline Defusion of Deleterious Effects of Online Offline Fake

Government of Telangana (OOFGoT)

Online Defusion of FGoT

Online defusion of FGoT refers to the activities that are conducted online such as guiding
and bringing awareness to people through People’s Governance Forum (PGF) web devices
[13] as shown in figure 5, performing online social interactions with proper online
communities on Internet for remedial analytics using Social Networking Site accounts such
as Facebook, Twitter etc. as shown in figure 6 below. These activities drive the motivation

for defusing the deleterious effects of the cybercrimes.
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Figure 5: Snapshot of the People's Governance Forum(PGF) with URL.:
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https://sites.qoogle.com/site/sekharaiahk/apeoples-governanceforumwebpage
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Figure 6: Snapshot of the Facebook Account of Prof. K.Chandra Sekharaiah with
URL: https://www.facebook.com/kcraiah showing interactions with peers and others

Not-online Defusion of FGoT

In our search of an exhaustive approach as the remedy of cybercrime, RTI Act 2005 was
very much helpful as empirical tool and we have reasonably succeeded in our efforts as
shown in figures 7(a) and 7(b). Forming Pronational workforce which works for the well
being of our nation is itself another big achievement that has much empirical value [14-25].
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Hyderabad,
18June2018.

Abbreviations: GoT: Gow
in refi{1-6] above: PGoT

Sub: RTI Application submission - regarding

Sir.

awarencss and the initiatives taken by the authorities to defuse FGoT,

1. Did FGoT seek any funds from Dept. of Scicnce & Technology?
2. Did Dept. of Science & Technology release any funds o FGoT?
3.Did PGT funds from Dept. o & Technology?
4. Did Dept. of Seience & Technology release any funds to PGoT?

Thank You,

1. IPO for Rs. 10/~ 2 Refs. [1.5-6] above. Refs.[2.4]

which INTUI JAC bas been functioning since 2011 as
22014 as per AP Roorganization Act 2014

Namaste. The background of this RTI application is that 2 cybercriminal orgnizations INTUHIAC and FGoT were
prevalent in INTUH academic cavironment, The cybercriminal impact is that the academic spirit got affcted badly
among the inmates of the INTUH and the relevant crimes tend to- affect badly the national aity, national spirit,
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DSTACPSRTI2017
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PGoT by Department of Science & Technology.
Sir

With reference to your RTI application received through the Web Portal with URL
htips:/inionline. aov.inRTIMIS, vide Regn. No. MSTCH/R/2018/00221, dated 30,06.2018, as far
as ICPS division of the Department of Science & Technology the point wise reply is as given

under.

1. Point-1 & 2, which is FGoT not known. However no funds under ICPS programme have

been sanctioned/released to Gowt. of Telangana.
2. Point-3 & 4 in view of the above is NIL.
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RTI Section, DST.

Datad: 14* Augus!, 2018

Yours faithfully,
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(Dr. Rajeev Sharma)
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(@)

(b)

Figure 7: a) Image of the RTI Request Document Sent to Dept. of Science and
Technology (DST), New Delhi b) Image of the RTI Response Document Received from

DST, New Delhi

B. Data Collection and Analysis for Cybercrime Remedying

We gathered data through RTI Act 2005 from the public authorities mentioned in the table 1
below, and analyzed to bring out the essence and required methods for handling of these
cybercrimes. We contributed significant time and efforts to bring awareness about these
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cybercrimes to various supreme public authorities of our country. From the RTI requests
sent and responses received by us, we empirically drew that the cybercrime case is
effectively communicated to the above public authorities and their response indicates that
the cybercrimes should be dealt properly. Otherwise, there will be an extreme increase in the
cybercrime rate which endangers the nation and national spirit. We received the response
from the PIO namely, Department of Science &Technology (DST) is as shown in figure
7(b) above. This sample indicates our efforts are fruitful and we have got the expected

results.
Tablel: Details of RTI Request-Response Communications with various Public Depts.
of India
S.No P10 Details Response Responded Usable for Data | First Appeal | Response
Received  for | with Proper | Analysis Sent in Case of | Received for
RTI Request Answers (Yes/No/ no/lmproper Appeal
(Yes/No) Partially) Response
(Yes/No) (Yes/No) (Yes/No)
1 Principal Secretary to Governor Yes No Partially Yes Yes
2 Principal Secretary to the Prime | Yes No Partially Yes No
Minister
3 AP Chief Secretary, A.P | Yes Yes Partially Yes No
Secretariat Office
4 University Grants Commission | No -- Partially Yes No
(UGC)
5 Department of Science | Yes No Partially No
&Technology (DST)
6 Rajya Sabha Secretariat, Yes No Partially Yes Yes
Parliament House Annexe
7 Telangana State Public Service | Yes Yes Yes No
Commission (TSPSC)

The figure 8 shown below is a tree that takes our efforts as mulch to nurture and produces
the achievements as fruits of the tree to animal or human kind.
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Figure 8: Tree of Efforts and Achievements

This research work was presented as a poster in Andhra Pradesh Science Congress-2018
conducted at Yogi Veamana University, Kadapa on 10November2018. That presentation
was video recorded, uploaded in YouTube and can be found at URL:
https://www.youtube.com/watch?v=beoe zCrQzA.
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5. Conclusions and Future Scope

We utilized both IT solutions and empirical studies for bringing out right information into
JNTUH academic environment and hence into Telangana society. We brought awareness
about the context of these cybercrimes among the close and concerned local public
authorities through registration of complaints against these cybercrimes. We also gathered
data through RTI applications from various supreme public authorities about their actions
and reactions against these cybercrimes, and analyzed them for effective remedial analytics
and handling of these cybercrimes. The response from these public authorities namely,
Governor’s Secretariat, the Prime Minister’s Office, A.P Secretariat Office, DST, Rajya
Sabha Secretariat, and TSPSC reflect the fact that these kinds of cybercrime incidents were
not desirable for any nation. They destroy the national spirit and pave way for more
cybercrimes, if the related cybercriminals are left unpunished. We sensitize and insist the
cyberpolice to pass orders to prohibit the INTUHJAC and FGoT cybercrimnal organizations
and honestly work for conviction of these cybercriminals related to this cybercrime case
[28-31]. We would work in future to bring out Knowledge-based systems and awareness
systems and to set up systemic studies towards remedial solutions for any cybercrime.
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