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Abstract

After reviewing many security models we came to know for effective security model we
require Wireless intranet setup, which leads to secure a wireless network of any
organization. This paper deals with such a model to secure a wireless computer virtual
laboratory through several authentications by supplying authentication parameter at first
step. Fingerprint is use to authenticate that a user is not fake one. Specific time slot is
allotted for a user, in order to avoid any counterfeiting practice some security question
will pose intermittently. Here Structured System Analysis and Design is use. Java
programming language is use as front end and MySql is use as backend. This model is
quite different from old models which is based on users name, pin or enrollment number
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1. Introduction

Wireless communications constitute a dominant field of modern technology and
research. Over the past decades a considerable number of theories, models and techniques
have been proposed for literally every aspect of wireless dissemination of information.
Every expert in this field is expected to have a deep understanding of milestone studies at
least. Furthermore, hands-on experience and familiarization with wireless hardware and
expected diversions from theory are vital for successful network planning. However,
acquiring such experience comes at a high monetary cost for the related institutes and
trainees, given the requirements for actual hardware and maintenance of up-to-date test
beds. Virtual labs constitute a promising solution to such issues [1, 2]

Virtual laboratories are software packages that either provide remote access to real test
beds [3, 4], or fully simulate them [5, 6]. The former approach allows for experimentation
with real hardware and conditions, but limits the number of users that may take advantage
of them concurrently. On the other hand, pure software virtual laboratories may be freely
downloaded to any PC and be used without restriction. However, care must be taken
during the development phase in order to validate the simulation-derived results with
actual measurements. This study presents a software-based virtual laboratory
environment, which addresses all vital aspects of wireless communications.

To establish a virtual laboratory an Intranet set up is required. Client server computing
and the TCP/IP are conceptual technologies, which are used to build such internet based
system. Intra-nets are designed to permit users access that has authentication to the
internal Local Area Network of an institute. Within an intra-net, Web Servers are installed
in the network. Typically we used the common front end to access information stored on
those servers is Browser technology.

The word virtual has been applied to computing and IT with various meanings. It is the
used of software systems that act as if they were hardware systems (virtual machine,
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virtual memory, virtual disk, etc) [7]. Virtual Laboratory is simple laboratory in which
exercises and tutorial are stored in digital format and accessible by end user

Power of computerized models will use by virtual laboratory, simulations and a
variety of other instructional technologies to replace face-to-face laboratory activities [8].
Due to shared resources of computer network, creation of a virtual laboratory does not
ensure complete protection [9]. Unauthorized access to wireless and wired networks will
occur through number of different methods and intents, some of which include, accidental
association, malicious association, non-traditional networks, identity theft, denial of
service and network injection [10 ,11].

Deployment of security architecture is now much more essential because it allows for
complex and secure interaction of multiple computer systems, communication models and
other infrastructures over public and even private networks. To ensure broad security, an
institution must address all host systems and networking devices with a strategy that
maximizes users ease and productivity, on the other hand blocking security violations
[12].

2. Proposed Model

Security issues in the Virtual LABORATORY come from user trying to hack into the
wireless intranet, exchanging password or registration number with other users.
Introducing biometric authentication technique as fingerprint technology, which will help
into Virtual LABORATORY to check out some security issues, because this things we
develop security model (software) to secure a Wireless Computer Virtual Laboratory
which use users authentication by fingerprint technology [13]. Things that will be
performed by model as:

i. Initially it will allow users to give parameters to registered into the Virtual
LABORATORY

ii. It will accept biometric samples (fingerprint) and match it with stored samples
iii. It will assign time slots for users of the Virtual LABORATORY

iv. In order to enhance security, it will pose security questions
2.1 Authentication in Proposed System

By using biometric and pop-up screen we will develop model to secure virtual
computer laboratory and it authenticates users and then asks some questions which will
answer by user during registration to avoid spoofing. That is the proposed model will
designed in such a way that for the virtual Laboratory user will be authenticated,
identification parameters will be supplied along with security questions and the user’s
finger print. When 1st time the user logged-on to the Virtual Laboratory, a time slot is
given to each access. At the expiration of the allotted time, the user will automatically
logged-out, with a prompt requesting from the user whether more time will be needed. If
Y, the user will be prompted to login again. If N, the session will terminates finally [14].

3. System Design

The Security model will design and develop which will based on the Java platform as a
standard Java desktop, that application can runs on any operating system like window
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with the appropriate Java Virtual Machine precise to that operating system. The
application will have two ends: the client and server application.

The Virtual Laboratory Client can be hosted on the user’s computer which is part of a
wireless intranet while the Virtual Laboratory Server can be hosted on any computer on
the same intranet. The client and server application will interact with the database. The
input atmosphere will provide by client interface for Virtual Laboratory users to register
and use it by supplying required details to the database and the environment for login to
validate user identification for access into the Virtual Laboratory. The server interface
provides the atmosphere to administer the monitors processes and session time such as
number of connected clients, number of submitted tutorials, number of request, etc

4. Proposed Implementation

Users’ authentication parameters, including fingerprints will take from users and stored
it in a database. Anytime a user will access the Virtual Laboratory, the user input will re-
collect and matched against the database. Access will grant to a user who has passed the
authentication. If fail access will denied.

4.1 Input Data

The input data to the system will capture when a student registers to use the Computer
Virtual Laboratory. The data required to be supplied form the different fields in the
database. The security questions form part of the input data into the system, which after a
while into a session will be twisted and post to a user who get grant to access virtual
laboratory this is for the user who still the one which was earlier authenticated.

4.2 Login

At login process, the captured data will store in the database against each register user.
A user logs-on by supplying user registration number and fingerprints, which will match
against the stored fingerprint pattern. The finger print will capture through a fingerprint
scanner, hardware device. The renew button will be used if the print was not properly
captured and wish to be recaptured. Cancel button is provided to cancelling login
operation. If the fingerprint does not match the one stored in the database, the user will
see a message “Miss Match Fingerprint. Try once again”.

4.3 Session Time

A Virtual Laboratory Administrator, at the Virtual Laboratory server application end,
must set the amount of time (in sec) that will elapse before security questions are posted
to the user. The default time will be 30 seconds. If a Virtual Laboratory Administrator
clicks on Reset Button, the session time will be set to the default. The Virtual Laboratory
Administrator can also monitor the number of clients connected, total number of
questions requested and total number of tutorials submitted.

5. Conclusions

The major purpose for this paper has been achieved through the use of fingerprints
authentication and intermittent pop-up screen for user verification. Reviewing a security
model for wireless computer virtual Laboratory has been found effective for user. This
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method will used in addition to the traditional constraints employed to authenticate users
in a virtual Laboratory. These traditional constraints include user name, user registration
number etc. The method adopted is different from other methods of securing a virtual
Laboratory which are based only on something that the user knows. The proposed model
will be superior as it uses biometrics technology for users’ authentication and is
economical, simple, easy to use and users’ friendly.
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